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© Komnanusa "Kop besonacHoctn", 2021. Bce npaBsa 3aliMLlieHbl.
Bce aBTOpCcKkMe NpaBa Ha aKCMJlyaTalMOHHYI0 AOKYMEHTaLMIO 3all ML EHbI.

OTOT AOKYMEHT BXOAMT B KOMMNEKT NOCTaBKW usgennsd. Ha Hero pacnpocTpaHsaoTCca BCe YC10BUSA
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Cnucok cokpawieHnmn

AD

Active Directory — cnyxb6a katanoros MS Windows

DNS

Domain Name System (cucTtema LOMEHHbIX MMEH)

iSCSI

Internet Small Computer System Interface — npoTtokon gns ynpasneHus
CUCTEMaMM XpaHEHUS 1 nepeaayn AaHHbIX Ha ocHose TCP/IP

FCM

Failover Cluster Manager — cpeacTBO ynpasieHus KoHdurypaumen
KnacTtepa cepsepos Hyper-V

SCVMM

System Center Virtual Machine Manager — cpeacTBO LLeHTPanM30BaHHOro
yrnpasneHus cepsepamm Hyper-V

ABU

AAMWHNCTPATOP BUPTYyasnbHON NHPPACTPYKTYpPbl

AUB

AAMUHUCTpPATOP MHGOPMaUMOHHON He3onacHOCTH

AC

ABTOMaTU3NpOBaHHas cMcTema

BA

Basza gaHHbIX

BupTyanbHasa MawnHa (aHrn. — VM)

Fnaeubii AUB

naBHbI agMUHUCTPATOP MH(OPMaLUMOHHON 6e3onacHOCTH

MHdopmaumoHHas 6e3onacHoCTb

KU

KOHTpOsb LenocTHOCTHN

HCA

HecaHKLMOHMPOBaHHbI 40CTYMN

ocC

OnepaunoHHas cuctema

o3y

OnepaTvBHOE 3aMoMMHaloLLEE YCTPOMCTBO

no

MporpamMmHoe obecnedeHne

neq

MpaBuna pasrpaHnyeHns gocTtyna

CBT

CpepcTsa BbluncAnTen bHOW TEXHUKM

c3mn

CpeAacTBo 3awmTbl MHbOpMaunu

cxAa

CucTtema xpaHeHus aaHHbIX (aHrn. — SAN)

uny

LleHTpanbHOe NpoLecCcopHOe YCTPOWCTBO
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BBeaeHue

AKTyanbHasi BEpCcUA 3KCnJiyatallMOHHOW AOKYMeHTauMu Ha nsgenuve "Cpep-
CTBO 3awmTbl MHPoOpMauun vGate R2" HaxoaMTCA Ha caTe KOMMNaHUM No

aapecy https://www.securitycode.ru/products/vgate/.

MocnepHioo Bepcuro Release Notes MOXXHO 3anpocuTb MO 3J/1IEKTPOHHOMN

noute vgateinfo@securitycode.ru.

[aHHoe pyKoBOACTBO NpeAHa3sHavyeHo Ana agMUHUCTpaTopoB nlgenus "Cpeacrso 3a-
wuTbl nHdbopmaumm vGate R2" RU.88338853.501410.012 (pmanee — vGate).
B nokyMeHTe coaepxaTcs cBegeHns, HeobxoanMMble A5 nepBoHavaibHON HACTPONKU
W akcnayatauum vGate.

JokyMeHT npeaHasHaudeH ans vGate for Hyper-V Bepcun 4.4.

YcnoBHble B pykoBoACTBE ANs BblAENEHUSA HEKOTOPbIX 3/IEMEHTOB TEKCTa WCMO/b3YeTcsa paf
0003HaYeHus YC/10BHbIX 0603HAUYEHNIA.

BHyTpeHHME cCbifikM 06bIYHO CoAepXXaT yKasaHMe Ha HOMEP CTPaHMLbl C HY>XHbIMU
cBepgeHnsaMU. CcbiIkKM Ha Apyrve AOKYMEHTbl MM UCTOYHMKM MHbOPMauMn pasMme-
LLLALOTCS B TEKCTE MPUMEYAHUIA USIU Ha NONIAX.

BaxxHas v gonosHuTeNbHas nHbopMauus ocbopMieHa B Buae npumedaHmii. CteneHb
BaX>XHOCTU COLAEPXALLNXCA B HUX CBEAEHWN I 0TO6paXkatoT MMKTOrpaMMbl Ha NONsX.

e Tak 0603HauaeTcs AOMNONHUTENbHAas WHQOpPMaLKUs, KOTopasi MOXET CoaepXaTb
npuvMepbl, CCbIJIKU Ha APYrMe A0KYMEHTbI UK ApYyrMe YacTu 3TOro pyKoBOACTBA.

e Takoli MUKTOrpaMMoli BblAeNsieTca BaXHas MHdopMauusl, KoTopyto Heo6xoaMMo
NPVHATb BO BHUMaHMe.

e OJTa NMKTOrpaMMa cornpoBOXAaeT MHOPMaLMIO MpeAoCTeperatoLLero Xxapakrepa.

oBp

WUcknioyeHua. MpumeyaHns MOTYT He COMPOBOXAATHCA MUKTOrpamMMamn. A Ha Monsx, MOMMMO MUKTO-
rpaMm npumeyaHuit, MoryT GbITb NPUBEAEHBI U ApYrie rpaduueckie aneMeHTbl, HanpuMep, M3obpaxeHus
KHOMOK, IeNCTBUS C KOTOPbIMM YNOMSIHYTbI B TEKCTE PACMONIOXEHHOTO psifoM ab3aua.

Opyrue CalT B MHTepHeTe. Bbl Moxere nocetntb canT komnaHum "Kop BesonacHocTun"
UCTOUYHUKMN (https://www.securitycode.ru/) nnmM cBa3aTbCcs C MpeacTaBUTENS MU KOMMAHUKU MO
VIHd)opMaLWIVI 3/IEKTPOHHOM NoyTe support@securitycode.ru.

YuyebHble Kypcbl. OCBOMTb annapaTHble 1 NporpaMMHbIe NPoAyKTbl koMnaHum "Kog
Be3onacHOCTM" MOXHO B aBTOPU30BaHHbIX y4YebHbIX LieHTpax. MNepeyeHb y4ebHbIX
LEeHTPOB W  ycnoBus  0By4vyeHUss nNpeacTaBfieHbl Ha  caliTe  KoOMMaHwuu
https://www.securitycode.ru/company/education/training- courses/ . CBsizaTbCs C
NnpeacTaBUTENIEM KOMMAHWM MO BOMpPOCaM opraHu3aumm obyyeHuss MOXHO Mo 3/eK-
TpoHHOWM nouyTte education@securitycode.ru.
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Ha3HauyeHue vGate

vGate npepgHasHadeH ans obecneyeHns 6e30MacHOCTM  BUPTyanbHOW WHpa-
CTPYKTYpbl, Pa3BepHYTOM C MCMNOMb30BaHMEM cuUCTeMbl BupTyanmsauumum Microsoft
Hyper-V.

vGate R2 6
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KomnoHeHTbI vGate

Mpu pa3BepTbiBaHUMN KOMMNOHEHTLI vGate pacnonaralTcs COrnacHo CXeMe:

CeTb agMuH WCTPUpOBaHWUA I CeTb 3alMILaeMbIX cepsepos

Pabouee mecto AUB

*  AreHT ayTeHTudMKaL i
*  KoHconb ynpasnequs
* CpencTeo NpocMCTRa OTYETOB
Hyper-V u SCVMM

*  KOMMOHBHT 3aluThl
Hyper-\VV u SCVMM

Cepeep asTopU3aunmn
» Cepsep aBTopusaLmu
*  Kohconb ynpasnexus

[:]E Pabouee mecto ABU |
L AreHT ayTeHTUhUKaLMKA

y o |

|

KoMnoHeHTbl vGate BbIMOMHAIT ceayowme hyHKUUN.

KoMnoHeHT DyHKUUMN
CepBep OCHOBHOW cepBep aBTOpM3aumMn BbINOHAET cneayowme QyHKUUm:
asTOopu3auum e AyTeHTUdUKaLMS NONb30BaTENEN N KOMMbIOTEPOB.
e PasrpaHuyeHune AoCTyna K cpeacTsaM ynpas/ieHns BUpTyanbHON
WHQpPaCcTpyKTypOM.

e XpaHeHwue faHHbIX.
e Perucrtpauus cobbiruin 6e3onacHoCcTn.
e Pennunkaums aaHHbIX (MpU HAaNU4YMKM pe3epBHOro cepeepa)

Pe3epBHbIN cepBep | MNpu c60e 0OCHOBHOrO cepBepa pe3epBHbI cepBep 6epeT Ha cebs Bce
aBTOpM3auum $yHKUNK cepBepa aBTopM3aLmu. OCYLLECTBASET pennKaunio
AaHHbIX U XpaHeHue nHbopMaL MM 0 Nonb3oBaTeNsixX U HaCTPorKax

AreHT BbinonHaeT dyHKUMIO naeHTMduKaunm n aytTeHtndunkaumnm
ayTeHTUMKaumMm | nonb3oBaTenen n KOMMNbTEPOB

KoMnoHeHT BbINOMHAET KOHTPOSb LLENOCTHOCTM BM 1 ocyLIecTBnsET 3almTy OT
3alunTbl cepBepa HC[ BHYTPY ce€TU aAMUHUCTPUPOBaHMA. KOHTPONUPYET LLeTOCTHOCTb
Hyper-V n cepBepa | moaynen n HacTpoek vGate

SCVMM
KoHconb OcyLUecTBASIET LEeHTpaN30BaHHOE ynpasneHue vGate
ynpaB/sieHus
Be6-KOHCO/b OcyLiecTBnseT yrnpasneHne HaCTpoMKkaMm MOHUTOPUHIA Yepes Beb-
nHTepdeiic
CepBep BbinonHset c6op n koppensunto cobbiTnii BUpTyanbHOM
MOHWUTOPUHra MHDPaCTpyKTypbl
vGate R2 7
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BBop B akcnnyaTtauuro vGate

Ana pa3sBepTbiBaHUA U HacTpolku vGate:

1.
2.

11.

12.

13.

14.

15.

16.

vGate R2
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O3HaKOMbTECH C OrpaHMYeHUAMM UCMob30BaHMUsA NpoaykTa (cM. Release Notes).

O3HakoMbTecb € TpeboBaHMAMKU K MPOrpaMMHOMY M annapaTHOMy obecrnevyeHuto
(cM. pa3gen "CucrtemHble TpeboBaHuMA" B gokyMeHTe [2]).

HacrpoliTe ceTb aAMUMHUCTPMPOBAHUS, OTAENUB €€ OT CETU 3aLLMLLAEMbIX KOMIMbIO-
TEepoB W CETM BMPTyasbHbiX MawuH (cM. pa3gen "lMNpaBuna KOHOUTypupoBaHus
JNloKanbHoOM ceTn" B AOKyMeHTe [2]).

BbibepuTe cnocob MapwpyTtmnsaumm Tpaduka (cMm. pasgen "Hacrpowka mapLpy-
Tnsauunm mexay noacetsamm" B JoOKyMeHTe [2]):

e CMOMOLLbIO CEpBEPaA aBTOpU3aLMK;
e  CMOMOLLbI OTAENBHOrO MapLUpyTU3aTopa.
Mpu HeobX0ANMOCTM NMOArOTOBLTE PE3EPBHbIN CEpBEP aBTOPU3ALIMK.

BbinofHUTE yCTaHOBKY cepBepa aBTopu3auum vGate, KOHCOMM ynpaBieHus wm
cpeacTBa rnpocMoTpa oT4eToB (CM. pasgen "YCcTaHOBKa M HACTpoMKa cepBepa
aBTopm3aunmn" B gOKyMeHTe [2]).

Mpn ncnonb3oBaHUKM pe3epBMpPOBaAHMUSA BbiNONHUTE ycTaHOBKY O vGate Ha pe-
3epBHOM cepBepe aBTopu3aumu (CM. pasgen "YcTaHOBKa M HacTpolika cepsepa
aBTOpU3aLMKM C pe3epBupoBaHneM" B JOKyMeHTe [2]).

YcraHoBUTE KOMMOHEHT "AreHT ayTeHTudunkaumn" Ha komnotoTep AUB.
YcTaHOBUTE KOMMOHEHT "AreHT ayTeHTUdMKaummn" Ha paboyem mecte ABU.

.B KOHCONM ynpaBneHus 3aperucTpupyiTe MMELYCs NMLEH3UI0 Ha UCMNOSb-

30BaHue vGate ang 3awmTel cepsepos Hyper-V (cM. pa3gen "Perncrpauns nmueH-
3un" B gokyMeHTe [2]).

[obaBbTe B cnncok 3awmaemMbix 06bekToB cepsepbl Hyper-V u SCVMM (cMm. pas-
Aen "Perncrpaumns 3awmiaemblx ceppepoB” B JOKYMeHTe [2]).

YcTraHoBUTE KOMMOHeHThbl vGate Ha 3awuwaemble cepsepbl Hyper-V 1 SCVMM
(cM. pasgen "Pa3BepTbiBaHME KOMNOHEHTOB 3aWMThbl Ha cepeepe Hyper-V" B 4OKy-
MeHTe [2]).

CosgaiTe yyeTHble 3anmMcK nonb3oBaTtenen (CM. pasgen "YnpasneHue yYeTHbIMU
3anuncsaMu nonb3oBaTtenen” B AOKyMeHTe [2]).

HacrponTe meTkn 6e3onacHocTu (cM. pasgen "Hacrponka meTok 6e3onacHoctn" B
OOKyMeHTe [2]) n HasHaybTe UX YYETHbIM 3anncsiM n o0bbekTaM BUPTyaslbHOM
MHdpacTpykTypbl (CM. pa3gen "Hacrpoka no/IHOMOYHOrO yrnpaBieHUs AOCTYINMOM
K KOHbUAeHUManbHbIM pecypcaM” B gokymeHTe [2]).

Ha3HaubTe Habopbl NoNNTMK 6e30MacHOCTM 3awuniaemMblM o6beKTaM unam rpyn-
nam obbekToB (CM. pasgen "Hactporika nonMTuk 6e3onacHocTn" B AOKYMEHTe
[2D).

HacTtpoiTe npaBmna pasrpaHnyeHmnsa oCTyna K 3awmaemblM cepsepam (CM. pas-
Aen "YnpaeneHue OCTYMNOM K 3alimiiaemMblM cepepaM” B JOKyMeHTe [2]).
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YcTpaHeHMe HencrnpaBHOCTEN

PacnpocTtpaHeHHble OLnGKu

Cnucok npobneM, KoTopble MOryT BO3HUKHYTb Npu paboTe ¢ MO vGate, n cnocobbl nx
peleHns HaxogaTcs B AOKyMeHTe Troubleshooting.html (pacnonoxeH Ha ycraHo-
BOYHOM aucke B nanke \Documentation).

OcobeHHOCTM paboTbl vGate M BO3MOXHble OWMOKM OMNMCaHbl B [AOKYMEHTE
ReleaseNotes.html (pacnonoxeH Ha  YCTaHOBOYHOM  AMCKE B nanke
\Documentation\Hyper-V).

OTBeTbl Ha Bon pocCbI

vGate R2

JaHHbIn pa3aen coaepXXmT CMUCOK YacCTbiX BOMPOCOB U OTBETbI HA HUX.

Bonpoc OoTBer

Kak nepeyctaHoBUTb 1. Ypanute cnyxebHble ydyeTHble 3anucu vGate n3 Active

cnyxebHble yyeTHble 3anucu Directory.

vGate 4.4 B Active Directory? 2. 3anycTuTe NnporpaMmMy yCTaHOBKM CepBepa aBTopusaumm
vGate.

3. Bavanore nameHeHns napaMeTpoB YCTaHOBKU HaXXMUTe
KHOMKY "M3MeHuTL" 1 cneaymTe ykaszaHusaM MacTepa.
Bce Tekywme HacTpoikn vGate npn 3TOM COXpaHaITCS.

4. o OKOHYaHWKM YCTaHOBKM 6yAyT CO34aHbl HOBblE
cnyxebHble yyeTHble 3anucu vGate B Active Directory.

5. OTkAt0uMTE aBTOMaTUYECKYIO CMEHY Naponen ans
CNy>XebHbIX YYETHbIX 3anucen

MoueMy ycTaHOBKa areHTa YcTaHOBKa areHTa ayTeHTUduKaumm BHYTPU 3awmLLaemMoro
ayTeHTUdMKauMm Ha nepuMeTpa He nogaepxuBaetca (cM. pasgen "KoHbu-
KOMMbIOTEPE B CETU rypupoBaHue fiokanbHoM cetn" B aokyMeHTe [2])

3almMLIaEMbIX CEPBEPOB

3aBepLuaeTcs owmnbKon?

PykoBoacTBO agMMHMUCTpaTopa. boictpoiii ctapT (Hyper-V) 9
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1.

CpeacTBo 3awwmTbl MHdopMaumn vGate R2.
PykoBoaCTBO aaMUHMCTpaTopa.
MpuHUMNbl pyHKUMOHUpOoBaHus (Hyper-V)

RU.88338853.501410.01291 1-2

CpepncTBo 3awmTbl MHopMaumn vGate R2.
PykoBoACTBO agMUHMCTpaTopa.
YcTaHoBKa, HacTpoiKa 1 akcnayarauus
(Hyper-V)

RU.88338853.501410.012 91 2-2

CpeacTBo 3awwmTbl MHdopMaumn vGate R2.
PykoBoACTBO agMUHMCTpaTopa.
BeicTpbii cTapT (Hyper-V)

RU.88338853.501410.012 91 3-2

CpeacTBo 3awwmTbl MHdopMaumn vGate R2.
PykoBoacTBO nonb3osaTtens.
Pa6ota B 3awmeHHon cpene (Hyper-V)

RU.88338853.501410.01292 2
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